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Introduction

he threat to technology-based information assets
is higher now than it has been in the past. As
technology has advanced, so too have the tools
and methods employed by those who seek to gain
unauthorised access to data or disrupt business
processes. Attacks on any organisation are inevitable.

The3mostcommoninsiderthreats
la/lngorsteallng Theftoftradesecretsor Sabotageofan
con dentlal or customerinformation organisation’s
tobeusedforbusiness data,systemsor
for personal gain advantageortogiveto network
aforeigngovernment

or organlsatlon

But the sophistication and persistence of those attacks
depend on the attractiveness of that organisation as
a target, primarily its role and assets. Today, threats
originating from misguided individuals have been
replaced by highly skilled international organised crime
groups or foreign nation states that have the skills,
personnel and tools to conduct sophisticated covert
cyber espionage attacks.

In today’s era of lightning-quick social media sharing,
brand protection has become even more important
for technology, media and communications (TMC)
companies. In the face of social media and mobile
applications use by customers and employees and
the relentless tide of cyber threats, including growing
public disclosures of data leaks and breaches, many
TMC companies are beginning to re-evaluate how they
interact with other organisations and how they safeguard
against breaches. Without question, loss or theft of
any type of high-value data can have lasting, negative
effects on an organisation from both operational and
brand perspectives. Everything negative that happens
to a company and becomes public can damage its
brand and cyber breaches and loss of internet protocol
are some of the fastest ways for this damage to occur.
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5 steps to increase a company’s cyber security awareness
Belowisalistof5stepsanorganisationcantaketowardsbettercybersecuritypracticesandincreasedawareness itisimportanttokeepinmindthatcyber

security is an ongoing process that starts with awareness.

What is cyber security?

Cyber security is the body of technologies, processes
and practices designed to protect networks, computers,
programs and data from attacks, damage or
unauthorised access. The term “cyber security” refers to
business function and technology tools used to protect
information assets. Data is increasingly digitised and the
internet is being used to save, access and retrieve vital
information. Protecting this information is no longer a
priority but has become a necessity for most companies
and government agencies around the world.

Reliance on security technology

We live in a world driven by technology. It is not
uncommon for companies to first turn to technical
security solutions without addressing how those
solutions are going to be implemented, maintained
and managed on a day-to-day basis. Too often we see
organisations implement technical security safeguards,
such as firewalls or intrusion detection, but fail to
implement proper security policies or procedures. As
a result weak practices persist that undermine security
and expose assets to significant risk. The following are
just a few examples of such practices:

«  Non-existent security policies or procedures.

«  Outdated and/or ignored security policies, where
they do exist.

«  Poor awareness of security practices at all levels.
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Lack of effective network zoning, or compliance
thereof.

Inadequate hardening and patching.

Poor access control practices such as uncontrolled
group passwords, shared accounts, proliferated
privileges, shared root access, absence of an
authorisation process (except at a low operational
level).

Lack of security compliance audits and reviews.
Absence of an authority figure for decisions affecting
the security and integrity of infrastructure and
information assets.

Am | using
Are they technology that
A b
. g;lyc;); = reasonable? helps enforce these
: policies?

documented?

The user is the
MOST IMPORTANT
SECURITY
MEASURE

A cyber security policy is a formal set of rules by which
those people who are given access to company technology
and information assets must abide. The cyber security
policy describes the technology and information assets that
we must protect and identifies many of the threats
to those assets.




ITSecurityPolicyFramework

and standard

standard or procedure

AnlTsecuritypolicyframeworkisshierarchicalframeworkfordocumenting

and implementing a set of IT security policies.

Some policies can have multiple guidelines, which are recommendations

Ashortwrittenstatementthatdefinesacourse
ofactionthatappliestotheentireorganisation

Adetailedwrittendefinitionofhowsoftware
and hardware are to be used

Writteninstructionsforhowtousethepolicy

Suggestedcourseofactionforusingthepolicy,
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The role of IT security
governance

Security governance is the glue that binds
together all the core elements of cyber
defense and effective risk management.
Without it, dangers persist and the resulting
compromise of assets is inevitable.
Moreover, senior leadership is unaware of
their organisation’s risk exposure, for which
they will ultimately be held accountable.

Security cannot exist in a vacuum and must
be part of a larger risk management strategy,
driven by the organisation’s business goals,
objectives and values. Organisations must
be aware of their risk tolerance threshold,

as to how the policies can be implemented. Finally, information security

management, administrators and engineers create procedures from the

standards and guidelines that follow the policies.

The end result is an enterprise that feels secure because
it has invested in security solutions, but has so many
inherent vulnerabilities that little meaningful security
protection is achieved. In this case, a dangerous
sense of false confidence exists, but the organisation
remains extremely vulnerable to attacks, with intruders
exploiting those weak practices to circumvent technical
security solutions and gain control of systems. This
is not theoretical; it is a common scenario that has
been observed as a root cause in many well publicised
and successful attacks on major corporations and
government agencies.

or “level of acceptable risk.” This threshold
may vary by asset grouping. For example, an
organisation may tolerate a certain amount

of risk when the impact is considered low,
but may be very risk averse regarding anything that

might adversely impact its reputation.

Governance is the mechanism by which those
risk-related values are reflected in direction and
judgement that shape business plans, information
architecture, security policies and procedures, as well
as operational practices. However, providing direction
without having any means to ensure that it is followed is
meaningless. Thus, compliance is the critical feedback
loop in security governance. It ensures that everyone is
working according to plan, as a team, to deliver business
activities and ensure the protection of assets within the

context of risk management and security

strategy and direction. Where that is not

SecurltyPollcy possible, it ensures that variances that
Access to result in risk exposures are made known at
networkresource the leadership level, so that they can either
Passwords willbegranted decide to accept these risks, or provide
will be 8 throughenicue P orPp
characters \ userID and mitigating direction and the resources
long POLCY password necessary to address them.
bt
q| ' T
cnercndi SPNDARDS Executive responsibility for
indictionary IT security governance
In the past, security was often left to
managers and administrators at the
GUIDELINESPROCEDURESandPRACTICES technical and operational levels. However,

as both technology and the nature of threats
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IT governance structure
incorporating cybersecurity

have increased in scale and complexity, the ultimate
responsibility for protecting an organisation’s mission
and assets is now being been laid at the doorstep of
senior management.

It is interesting to note a potential divide in the
perspectives of CEOs and line managers. While we have
seen senior management in organisations insist on the
creation of security policies and procedures in response
to the industry recognition of increased threat and the
importance of security best practices, we have also
seen instances where adequate policies and procedures
exist, but have not been implemented consistently (or
at all) at the operational level.

The end result is that senior leaders are confident that
their responsibility for diligence has been satisfied and

[TGovernanceFramework

Corporate
requirements

Industry

standards
Resource

anagement

Regulatory
environment
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that risks are being managed effectively. Yet
the reverse is often true, and they are unaware
that their organisation remains extremely
vulnerable through endemic failures in the
governance process. Ultimately, critical
risks persist, where senior management
may have been uninformed, but is still held
accountable. This false sense of security
is extremely dangerous for an organisation
and results in an uncontrolled state of risk
and liability.

To meet modern security challenges,
organisations must consistently apply
effective risk management practices at all
levels. Risks must be made visible to senior
management. These executives must play
a key role in either accepting those risks or
directing activities and enabling resources
to mitigate them to acceptable levels from
a business, legal, legislative and regulatory standpoint.

To do that, senior management must have visibility
regarding responsibility and accountability in each
instance.

Defining internal audit’s role in cyber
security

Effective risk management is the product of multiple
layers of risk defense (See diagram overleaf). Internal
audit should support the board in understanding the
effectiveness of cyber security controls.

These three lines of defense for cyber security risks
can be used as the primary means to demonstrate and
structure roles, responsibilities and accountabilities for
decision-making, risks and controls to achieve effective
governance risk management and assurance.

Business operations perform day-to-day risk
management activities such as risk identification and risk
assessment of IT risk. They provide risk responses by
defining and implementing controls to mitigate key IT
risks and reporting on progress. An established risk and
control environment helps accomplish this.

Risk management is the process of drafting and
implementing policies and procedures, ensuring that
existing procedures are kept up to date, responding
to new strategic priorities and risks, monitoring to
ensure compliance with the updated policies and
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Roles and responsibilities

« Include risk-informed decision-making into daily operations

1st line of defense - Define accepted risk levels and escalate any risks outside of

. . tolerance
Business and IT functions

« Perform risk mitigation procedures as appropriate

« Establish risk governance, including baselines, policies and

2nd line of defense standards
Information technology risk ¢ + Implement risk mitigation tools, procedures and monitoring
management functions «  Provide risk oversight

+ Independently assess program effectiveness

« Report risk management effectiveness to the Board

«  Comply with SEC requirements and disclosure obligations
related to cybersecurity risks

Given recent high profile cyber attacks, data losses and regulatory
expectations, it is critical for internal audit to understand cyber
risks and be prepared to address the questions and concerns
raised by the Audit Committee and Board.

<~

providing surveillance over the effectiveness of 3) Recognise that cyber security risk is not only
the compliance controls embedded in the business. external; assess and mitigate potential threats that

could result from the actions of an employee or
As the 3rd line of defense, what steps can business partner.

internal audit take? ) ) ) ) .
4) Leverage relationships with the audit committee

1) Work with management and the board of directors and board to heighten awareness and knowledge
to develop a cyber-security strategy and policy. on cyber threats, and ensure that the board remains
highly engaged with cyber security matters and up

2) Identify and act on opportunities to improve the to date on the changing nature of cyber security

organisation’s ability to identify, assess and mitigate

risk.
cyber security risk to an acceptable level.
1*Lineofdefence 2"Lineofdefence 39ineofdefence
Finandalcontroller §
Security =
Internal Riskmanagement : =
Management -S4 S IntemalAudit
controls 1 a3sures Quality
Inspection

Compliane
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VEHODS SECURTYMEASUREFFORPROTECTION
Spam Access controls
Identity theft Communications protection
Maliciouscodesuchasviruses, Physicalandenvironentalprotection

worms, trojan horses System protection

Phishing attacks Continuity planning

Spyware Incident reporting

Denial-of-service attacks Legal compliance

Packet spoofing

Ransomware

5)  Ensure that cyber security risk is integrated formally |nterna| audlt fOCUS areas

into the audit plan.

) Organisations must constantly monitor cyber security
6) Develop and keep current an understanding of how

emerging technologies and trends are affecting the
company and its cyber security risk profile.

practices, policies and plans. This is where internal
audit plays a crucial role. Once cyber security plans are
created, organisations should enlist internal audit to do

against the NIST Cyber Security Framework, of controls and protocols and provide the board and
recognising that because the framework does not management with assurance about those protections.
reach down to the control level, the cyber security There are four areas where internal audit focuses on
program may require additional evaluations of 1ISO cyber security:

27001 and 27002. 1) Provide assurance over readiness and

8) Seek out opportunities to communicate to response. According to The IIA Audit Executive
management that, with regard to cyber security, Center’s 2016 North American Pulse of Internal
the strongest preventive capability requires a Audit report, just one in four respondents who
combination of human and technology security; reported having a business-continuity plan
a complementary blend of education, awareness, said it provided “clear, specific procedures for
vigilance and technology tools. responding to a cyber-attack.” What'’s more,

17 percent reported their plans had no such

9) Emphasise that cyber security monitoring and cyber procedures at all. This is the kind of data that

incident response should be a top management should keep the C-suite and board up at night.

priority; a clear escalation protocol can help make
the case for; and sustain, this priority.

10) Address any IT/audit staffing
and resource shortages as
well as a lack of supporting

technology/tools, either of . Artifacts/
which can impede efforts Audit : Conclusions
to manage cyber security

risk.

Auditprovidesevidenceofthe
effectivenessofthecontrols
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Reasonawhyintemalaudiclepartmentsdonotauditcybersecurtty

Interalauditiacksthetoolstoauditcybersecurity

Internalaudithasnotassessedriskrelatedto
cybersecurity

Internalauditiacksthetimetoauditcybersecurity

Intemaluditdoesnothavethesupporiofexecutivemanagement
to audit cybersecurity

1%

Intemalauditisassessedbyanextemalassuranceprovider

16%

Intemabudidoesnothavethesupportoftheboard/auditcommittee
to audit cybersecurity

Intemalauditisassessedbyanotherintemalassuranceprovider

Internalaudithasassessedriskrelatedtocybersecurityasalowrisktothe
organisation

SourceGlobaPerspectivesandnsights

Communicate to the board and
executive management the
level of risk to the organisation
and efforts to address such
risks. Understanding how much of
a risk cyber-attacks pose and what
is being done to mitigate them is

essential to managing the risk.

Work collaboratively with IT and
other parties to build effective
defenses and responses. Cyber risk
is a business risk, not just an IT risk.
Too often, it is magnified, modified
and mystified by being supported
solely by IT systems. Building strong,
collaborative relationships between
internal audit and IT will help ensure
mitigation efforts and responses are
effective.

Ensure communication and
coordination. This may be the
most valuable benefit internal
Because a

audit can offer.

well-resourced and effective internal

Internal audit can help organisations review and test

audit function has a broad perspective about

organisational risks, it is in an ideal position
to promote communication and coordination

cyber security, business-continuity and disaster-
recovery plans. The potential for reputational harm
that poorly managed business disruptions create is
significant, and it is far better to find faults through
mock exercises than in a real-life scenario.

about cyber risks across the organisation.

Turf battles over who “owns” the cyber security
risk are counterproductive and weaken the

Action items for Risk and Internal Audit
Given internal audit's key role in effective cyber-security, there are ten actions that A can take

Develop strateqy and policy Work with management and the board to develop a cyber-security strategy and policy

Seek to have the organisation become “very effective” in its ability to identfy, assess and mitigate
cyber-securty risk to an acceptable level

Become Very effective”

Recognise “internal” threats Recognise the threat of a cyber-security breach resulting from the actions of an employee or business partner

}Iﬁevehrageﬁoegd r%Ianonsmpsto ooedas o oterseat s
eighten the board’s awareness and knowledge of cyber-securty rs
Board awareness and engagement ensure that the board remaing hlghly engageéJ with cyber-security matters and up to date on the changing

5 nature and strategic importance of cyber-security
Audit plan integration Ensure cyber-security risk is orally inrgrated into the audit plan
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Bui

organisation’s cyber security efforts. A unified effort
where roles are clearly defined creates the best
conditions for deterring cyber-attacks, executing
business-continuity plans when cyber breaches
occur and building cyber-resilient organisations.

lding effective cyber-resilience

plans

Despite its complexity and formidable challenge,

effective cyber security is within the reach of most

organisations. By using the “Four Rs” - resist, react,

recover and re-evaluate - organisations can build

effective cyber-resilience plans.

Financial audit

Accounts and disclosures
Business process
Key controls

16

IT audit

Key controls (automated controls)
Application controls
General IT infrastructure controls

Cyber in the audit

Understanding of cyber
Cyber IT controls
Technical deep dives
Breach investigations
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(a)

Resist

The recent WannaCry cyber-attack provided a
shocking wakeup call that even the most basic
phishing attacks still can have devastating impacts.
The ransom ware virus, which claimed more than
200,000 victims in 150 countries, could have been
successfully rebuffed with basic cyber security
measures.

Instruct employees on defensive cyber etiquette,
and enlist internal audit to test for compliance.

- Take advantage of available frameworks
and guidance, such as NIST’s Framework
for Improving Critical Infrastructure Cyber
security or the Nymity Privacy Management
Accountability Framework.

« Understand the process and importance of
software and data updates, and enlist internal
audit to test for compliance.

«  TestIT controls regularly.

React

When a cyber-breach occurs, a crisis-management

plan is an essential component of effective business-

continuity management.

« Immediately assess the scope of the breach
and method for addressing it.

« Ensure that each part of the organisation
understands and carries out its role in crisis-
management and business-continuity plans.

«  Communicate with transparency and with a
single voice.
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Establish a Create a cross- Study cyber Focus on Invest in risk Obtain cyber A rough
proactive and functional patterns and rough figures, mitigation insurance plan is okay
systematic tea of senior attack modes not precise measures to provide - becoming
process for management to to develop estimates and to protect contigent resilient to
managing plan for cyber a tailored avoid analysis company capital and cyber risk
standard security events approach to paralysis. assets at specialised starts with a
systems and consider protecting greatest risk. assistance in single step.
hygiene. hypothetical company the event of an
attacks. assets. attack.

. Internal audit should monitor and assess the
response.

(c) Recover
Strong business-continuity planning and proper
execution of those plans can help an organisation
quickly recover from a cyber-breach.

- ldentify necessary steps to safely and quickly
restore business operations.

«  Ensure frequent internal communications
throughout the recovery.

(d) Re-evaluate
Analysis of processes, procedures and their
execution is essential once the crisis has passed
and operations are restored and secure.

«  Look for ways to improve the crisis response.

+  Determine training/retraining needs.

. Consider what role, if any, corporate culture
played in contributing to the breach.

«  Review data and security privacy policies.

. Consider what role, if any, third-party risks
played in contributing to the breach.

Successful cyber security requires a unified and
coordinated effort. Management and boards can
manage the effort effectively if they understand the
scope of the challenge, commit the necessary resources
to develop and execute an informed strategy, support
internal audit’s independent oversight and review and
nurture open communications and cooperation among
the key players.

Conclusion

Most people think that IT Security and Internal Audit
are two different fields within the solid structure of a
company, so they aren’t related and work in a totally
different mechanism. However, it turns out that internal
audit can actually play an important part in strengthening
cyber security and the accountant doesn’t need to
understand the whole technical terms at all.

With the increasing threats in cyber security and more
breaches within the past years to not only international
companies but the local companies as well, the internal
audit department must start to see the possible
opportunities of how their expertise can be used in the
company’s risk management and assessment. When
the auditor understands the whole concept of the
business, the objectives, the strategies, the information
the company produces, and what matters the most
for them, the auditor can help in strengthening the
most important aspects and elements of the structure,
resulting in better and stronger cyber security.

Internal audit needs to “rebrand” itself as
a strategic partner that delivers more value
than what stakeholders would traditionally
expect, particularly in emerging risk areas like
technology advancements, cybersecurity and
privacy threats and more.

David Toh
PwC Singapore’s Internal Audit Leader
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